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Abstract:

The fog is an externally-located dispersed computer network, in contrast to the "cloud” period.
This fog system's virtualised architecture is the first of its kind to match the processing power,
data capacity, and programming capabilities of competing fog platforms. Although it has some
fundamental similarities with cloud computing, it differs due to its dispersed nature. Fog
frameworks, on the other hand, are completely customisable, can be installed on a wide variety
of infrastructure types, and can handle massive volumes of data locally. According to what was
said before, the Fog stage is a great choice for important jobs that have limited time. In order to
swiftly process massive volumes of data, for instance, Internet of Things (IoT) devices are
crucial. It finds extensive usage in these many applications for improved security related to
information, virtualisation, segregation, organisation, malware, and monitoring. Here we take a
look at what's currently known about the dangers of Fog computing systems from a security
perspective. New audit options include a wider spectrum of technologies, including micro-server
farms, cloudlets, and edge computing. Security is often neglected or given little attention in most
Fog applications, which are primarily focused on meeting business needs and ensuring customer
pleasure. Future security-related recommendations for individuals responsible for planning,
building, and implementing Fog architectures is provided by this research, which also addresses
the effect of security challenges and suggested security frameworks.

Introduction:

There has been a recent uptick in the adoption of cloud-based systems [1], which monitor and
control controlled devices using cloud communication organisations. Control as a Service (CaaS)
was presented in [2] as a new idea for vehicle control. A motion tracking platform was the term
used by the creators of the system in [3]. Modern robots' ability to use higher-level control
functions (such as movement anticipation) is also considered in this idea. Using Platform as a
Service (PaaS), Rapyuta provides cloud-based industrial visualisation tools. The ability to be
more productive than traditional frameworks while still being adaptable and flexible is a major
feature of these architectures [6]. Because lower-layer control devices have lengthy latency and
local processing is required, a cloud architecture is not practicable for this kind of control (e.g.,
servo control of actuators). References [7], [8]. [8]. A decentralised computing architecture
defined by a fog layer in the centre, fog computing [9] might be the key to solving this challenge.
Managers of control systems are able to keep tabs on plant conditions and make effective
changes to control laws from a distance thanks to fog virtualisation arrangements, which
eliminate the need to deploy regulatory agencies locally. In addition, to aid cloud-based
investigations, fog totals also remove filthy data [10]. Numerous possible security issues, such as
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[11]-[13], affect the cloud instance, according to fog computing study. assaults on physical
frameworks are more harmful than assaults on data frameworks[14,15] because they may
directly affect real-world situations. Opponents will be able to snoop, assault, and distort the
framework if its security measures are not completely applied. The creators of [16] shown that
controllers pose a threat by developing real assaults that deceive regulators. Essential
requirements include muddying regulator gains and obfuscating signal transfers. To protect
control frameworks from prying eyes, a hybrid of cryptography and control theory called
Encrypted Control [17] has been proposed. In the future, more serious assaults, such listening in
to collect data on control frameworks, will be conducted using zero-day vulnerabilities [15].
Without decryption, input data is extracted from encoded sensing data and standard data in
ElGamal-based systems administration that encrypts regulatory restrictions, device data, and
published sources. To further protect from replay attacks and regulator/sign misdirection attacks,
control may be encrypted [19]. The encrypted control framework is a new homomorphic
encryption system that was created utilising Paillier encryption in [21], [22]. The creators of the
sign covering approach described in [23] made advantage of completely homomorphic
encryption. Previous research has shown that homomorphic encryption is a useful safety feature
for charge systems. Although this may be correct, it is important to note that extra substance
homomorphic encryption is different from regulator boundaries. This is due to the fact that
ciphertext cannot be used to encrypt data between two different sources. In addition, symmetric
public key encryption techniques and those that make advantage of the additional material are
computationally intensive. This means that such encryption techniques cannot be used by lower-
layer mechanical systems.Figure 1 is an example of an existing control system; this article
explains how a fog technology management system was created to replace it. In order to aid with
position control of a straight stage, the EIGamal encryption was used in the framework to encrypt
the PID regulator. Although encrypted control frameworks' qualities and practicality have been
investigated on Raspberry Pi [25], [26] and even thought to be feasible, no validity testing has
been conducted in real-world scenarios, such as one that makes use of current hardware and
networks. This letter demonstrates the primary function of the encrypted control system, which is
useful for the production lines. Additionally, damages to permanent property are acceptable.
Several parts of the constructed framework are encrypted, including stage position and PID
gains. Additionally, the fog decides on ciphertext control inputs without deciphering the
ciphertext itself. The exploratory findings show that the proposed control system supports
dependability and regulating execution regardless of whether the regulator utilises encryption or
not.
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2. Related work

The Cisco Fog viewpoint may be seen from a comprehensive and expansive angle as the result of
the enabling effects of several new technologies. Among its many upgraded capabilities are the
following: rapid inspection, device perception, decreased bandwidth usage, interoperability
among devices, increased reaction time, integrated or device executives, and lucrative power
utilisation. Cloud systems are also being enhanced by the usage of comparable approaches, such
fog computing [16]. Due to its extensive nature, the Fog and associated technologies are
susceptible to assaults that compromise Confidential, Identity, and Reliability (CIA) [17]. This
includes Edge computing, Cloud resources, and Micro-data centres. A number of authorities,
including those cited in The Security Of Cloud [18], have responded to the twelve core security
issues raised by the report. The circulating, shared, and on-demand nature of the distributed
computing paradigm is directly affected by these issues. The Fog platform has the same risks as
Cloud since it is a virtualised environment.

» Cyberattacks aimed at breaking into an organization's systems to steal information and
compromise innovation are known as Advanced Persistent Threats (APTS).

* Any unauthorised individual may get the credentials and information needed to install
applications and change designs due to Access Control Issues (ACI), which may lead to dismal
management.

» An attacker tries to take control of a user's account for malicious intentions, which is known as
Account Hijacking (AH). One method that might be used to take over an account is phishing.
* By overwhelming a system's limited resources, Denial of Service (DoS) attacks prevent
authorised users from accessing data and applications.The term "Data Breach” (DB) describes
the situation in which an unauthorised party gains access to or steals private information.
When information is erased from a system, whether intentionally or unintentionally, it is referred
to as data loss (DL). Something like this may happen because of a natural catastrophe rather than
a cyberattack.

* APIs with security issues (IA) A large number of cloud and fog providers provide their
customers with Application Programming Interfaces (APIs). If apps are to run securely, the
security of these APIs must be top priority.Software promotion configuration problems may lead
to exploitable holes known as System and Application Vulnerabilities (SAV), which attackers
can employ to get into and compromise systems.

» Someone who has permitted access to a system or network but chooses to act maliciously is
known as a malicious insider (Ml).Inadequate Due Diligence (IDD) happens when a company
rushes through the approval, design, and execution of a system.When resources are made freely
accessible and bad actors exploit them for their own malicious ends, this is known as abuse and
malicious use (ANU). When you share frameworks, platforms, or apps, you increase the
likelihood of shared technology issues (STIs). For example, solid disengagement qualities could
not have been considered while designing fundamental equipment components.

Fog computing and technologies of a similar kind

Others have researched and created technologies similar to "“fog computing,” even though Cisco
came up with the term. In this review, we'll look at three of these technologies and see how they
differ significantly from fog systems. Both [21] and [22] provide a much greater real-time
connectivity for edge computing. i) With the help of Programmable Automation Controllers
(PACs) [23], which may manage data processing, storage, and transmission [22], Edge
Computing performs minimum processing on the device. Because it enhances the flexibility of
each device and removes weak areas, it is preferable than fog computing. Data collection and
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monitoring in large-scale networks, such the Internet of Things, is made more challenging by a
similar component [24].ii) In the "mobile device - cloudlet - cloud™" architecture, cloudlet is the
middle layer. Cloudlet stands out due to its four unique features: complete independence from
external sources, enough processing power, little idle time from start to finish, and reliance on
preexisting Cloud technology [25]. Application virtualisation is inherently incompatible with the
environment, uses more resources than fog computing, and cannot function in an offline state;
these facts are shown by [26, 27]. In contrast, cloudlet operates independently of fog computing.
iii) Micro-data focus [28] is a little but very beneficial data storage area that can accommodate
several workers and is ready to provide a big number of virtual computers. Because of their tiny
size, inherent security mechanisms, capacity to support a range of new services, reduced
bandwidth usage via compression, and reduced idleness, micro data habitats may be useful for
many systems, including fog computing.

Fog Applications

By providing Network Level Virtualisation (NLV) and continuous data services, fog computing
empowers users to own their networks. To achieve NLV, OpenPipe [27] use a hybrid
architecture that includes cloud-based Software Defined Network (SDN) controllers, fog-based
virtual neighbourhood controllers, virtual radio assets for distant communication, and a virtual
cloud worker. The SDN controller is a smart, global module that controls the whole network.
Nearby controllers provide data to an SDN controller, which determines whether to process the
data locally or on the SDN based on the user's strategy; this allows for applications that are either
constantly running or sensitive to periods of inactivity to be accommodated. The exOF standard
allows for communication between SDN and neighbourhood controllers. Among the many
benefits of the suggested system are load balancing, rapid switching without sacrificing quality
of service, reduced energy consumption, decreased inertness, and reduced network overhead.
Similarly, fog hubs may increase productivity by rearranging and compressing online material.
With cloudlets, you may dynamically combine virtual machines, provide low-idleness remote
access with a single hop, and load only the difference between a custom VM and its base VM
with VM overlays. Optimising software-defined networking (SDN) and virtual machine (VM)
performance using cloudlets has also been the subject of many compelling research concerns
[30-32]. These parts are part of the Elijah project, which was created by Carnegie Mellon
University and is housed in the Github vault [33].

Optimization of the web

In an effort to improve website speed, researchers at Cisco are testing out fog computing [37].
Fog hubs may help pull together and execute content, templates, redirections, scripts, and
pictures in one go, rather than having to repeat the process for every HTTP request. Fog hubs
may also distinguish people based on MAC addresses or treats, keep tabs on user requests,
archive data, and determine the status of the surrounding network. You may also track the user
program's delivery speed by inserting feedback scripts into a web page. By way of direct
communication with the Fog hubs, the feedback script updates them on the user's graphical goal,
the current area gathering (if remote), and any congestion on the network. A similar research
shown that a cloud-based temperature prediction system's response season may be drastically cut
down using fog computing [31]. Fog technologies boosted online traffic throughput from 75 to
10 Kbps, decreased projected idleness from 5 to 1.5 seconds, and decreased web page inactivity
from 8 to 3 seconds. In [30], we learn about yet another use case for fog computing: the
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possibility of employing the Information Centric Networking (ICN) design with updated reserve
components to replace IP addresses with identities in the IoE. Resource management at fog
nodes may be enhanced by permitting heterogeneous devices and performing calculations,
analyses, and storage at the network's periphery (e.g., via the use of the Steiner Tree Based
Optimal Resource Caching Scheme for Fog Computing [40]). To create user-specific websites,
another easy method [41] is to leverage edge computing to simulate the application code over
several edge workers. The workers at the edge are ready to store data that is both content-dazzled
and numerous copies of it, as well as to reserve data based on its content.

Establishment of 5G mobile networks

An ever-increasing need for mobile data has prompted the development of 5G mobile networks,
since mobile applications have become ubiquitous in contemporary life. Fog computing has the
potential to enhance 5G network service quality and perhaps help with mobile user demand
forecasts [14]. By design, Fog centres are scattered around users, which cuts down on idle time
and allows for the formation of nearby limited interactions.

Enhancing smart metre throughput

Through the transmission of Smart Grids, data collecting units (DAUSs) collect, analyse, and send
a mountain of data from smart meters. The board system (MDMS) uses meter data to forecast
energy use. As shown in [5], the data collection process takes up a considerable amount of time
due to the equipment's restricted bandwidth capacity; however, fog computing has the potential
to improve this. To start, smart metres are linked to a fog-based switch, which then aggregates
data from all sub-meters within a certain time frame.

Data collection and pre-processing

The FIT (Fog Interface for Tablets) [74] gathers, stores, and cycles Parkinson's disease patients'
speech data when their Android smartwatches are connected to smart tablets. To facilitate long-
distance study, the FIT prioritises highlights over conveying all sound data, including volume,
short-timescale energy, zero-intersection rate, awful speech, and cloud ships. The application of
the software to six patients enabled the rapid processing of massive volumes of audio data via the
use of fog computing. The application developer may find it easier to build adaptable and
customisable portable apps with the aid of a new programming framework and framework for
edge-based apps that is offered in another article. Applications that rely on data security during
inactivity may rest assured that the system takes geo-specific factors into account as it analyses
data before to transmission.

Recent Fog computing security solutions

From what we've seen so far, it's clear that adding Fog functionality between end-clients and
Cloud frameworks opens up yet another potential security hole. There are no security
certifications or standards for fog computing, in contrast to cloud frameworks. Because of their
inherent simplicity, Fog platforms also lack the processing capabilities needed to fully
implement security systems capable of detecting and preventing dispersed, sophisticated threats.
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This goal is attractive to cybercriminals because to the high data flow and the possibility of
protecting sensitive data from cloud and 10T devices. In addition, the danger of an assault is
higher since it is more accessible than cloud frameworks, which might vary based on the
organization's setup and physical location. Functionality is the primary emphasis of many of the
Fog computing applications and related developments described in the "Related work -
contemporary fog applications™" section of this article. Security measures that may prevent these
threats are often disregarded, as has been found in several situations. Since Fog-specific security
issues are still in their early stages, there are currently few research solutions that may help
detect and prevent harmful attacks on Fog platforms. This might be one reason why this is the
case. Detailed descriptions of certain frameworks follow.

Fog computing that respects privacy

Methods for safeguarding sensor data in transit from the end-client device to the Fog
infrastructure have been identified in studies on data security in sensor-fog networks [15]:
» They collect information from  sensors and  highlight key  points;
* Data fuzzing, which involves inserting Gaussian noise into data at a specific fluctuation level to
reduce the shot at sniffing and eavesdropping attacks;

» Data separation, which involves splitting data into squares and shuffling them to avoid Man-in-
the-Middle (MITM) attacks;

* Data encryption at the block level using Public Key Infrastructure; and

* Data isolation, sending data to the Fog hub to be unscrambled and re-requested.

Preventing the theft of insider data

In a another study, researchers found that by integrating Fog and cloud computing, they could
protect data from workers who were out to get them. To combat the risks of malpractice, it
integrates detection and preventive methods. The framework will identify the appropriate user
and label the admission as suspect if any user account exhibits strange conduct, such as increased
viewing of various records at unusual times. False records, honey files, honeypots, and other
baiting data may be used to deceive and acquire the malevolent insider. Research in this field is
important because it suggests potential solutions to the problem of data theft. The system's ability
to identify suspicious conduct exceeds 90% in the vast majority of instances. This project is still
in its early stages and uses a small dataset. Over the course of four days, a total of eighteen
children from a single school were also tested. After this, it's unclear and controversial if the
findings they claim to provide are reliable. Their approach might be improved by increasing the
size of the population and conducting the experiment for a longer duration [9]. Also not
mentioned are the computational needs of this approach. The article omits information on the
processing time, memory requirements, and data storage capacity. Such behaviour profiling
approaches are often used in traditional customer worker engineering when resources are readily
accessible. Using this method on a Fog hub without affecting the center's operation is
challenging. Researching and selecting practical machine learning techniques, as well as the
training data needed for data analysis, may improve the process even more. Given the sheer
volume of customers and data involved, this is of paramount importance. Several works[9,29]
provide different approaches to detecting and mitigating the danger posed by malevolent
insiders, such as deceptive strategies and comparative behaviour profiling. By using Cloud
resources for client matching, profiling, and monitoring, you can safeguard sensitive information
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from theft. This work will also take place on-premises, where it can run more quickly due to less
bandwidth inertia.

. Conclusion

The preceding sections make it clear that the CIA of Fog technology cannot be adequately
secured with the individual methods offered. Fog systems' conventional security areas are unable
to meet the needs of modern, state-of-the-art safety standards. The document covers near-term
concerns like data integrity, insider threats, asset access policies, client authentication, and
encryption. Without a doubt, the shared innovation, client account managing, administrative
time, data devastation/breach, insufficient weakness patching, and disarming framework keeping
an eye on are essential components that must be established. The CIA of Fog and the connected
systems might be at danger from any of these threats. One possible solution to these issues is to
borrow the security protocols already in place for other technologies. As mentioned in the
"Introduction™ section, the Fog platform components and their activities are not completely new
as they mimic Cloud. Researchers must connect and adjust the security gauges, then apply them
according to the requirements of the Fog platform, in order to carry out the test effectively.
Implementing the tried-and-true security measures into any Fog framework guarantees its safety.
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